Final Optimized MongoDB Database Structure

User

{

_id: Qbjectld("userld"),

name: "Ashok Seran",

emai | : "ashok@xanpl e. cont

fingerprintlids: [Objectld("fingerprintldl"), Objectld("f
i pAddresslds: [Objectld("ipldl"), Qojectld("ipld2")],
startedAt: | SODate("2025-11-06T09: 00: 00Z2"),

lastVisit: |SODate("2025-11-06T13: 20: 002"),

stats: { totalDevices: 2, totallPs: 5, total Events: 240 }

i SActive: true

Device_Details

{

_id: Objectld("fingerprintldl"),

userld: Objectld("userld"),

fingerprintHash: "bl132hj56l xy...",

devicelnfo: { os: "Wndows 11", browser: "Chrone 141.0",

latestI P: { ipAddress: "192.168.1.50", country: "India"

i pH story: [{ ipAddress: "192.168.1.40" }, { ipAddress: "

firstSeen: |SODate("2025-11-05T09: 00: 00Z"),
| ast Seen: | SODat e("2025-11-06T13: 18: 00Z")

IP_Address

{

_id: Objectld("ipldl"),

userld: Objectld("userld"),

fingerprintld: Qojectld("fingerprintldl"),

i pAddress: "192.168. 1. 50",

location: { country: "India", state: "Tam | Nadu", city:
isp: "Jio Fiber",

firstSeen: |SODate("2025-11-06T09: 10: 00Z"),

| ast Seen: | SODat e("2025-11-06T13: 18: 00Z")

ngerprintld2")],

devi ceType: "Desktop" },
city: "Chennai" }
192.168.1.50" }],

"Chennai " },



Event

{

_id: Objectld("eventldl"),

userld: Objectld("userld"),

fingerprintld: Qojectld("fingerprintldl"),

event Type: "click",

event bject: { page: "/dashboard", action: "save button", netadata: { value: "Oder
Confirmed" } },

createdAt: | SODate("2025-11-06T13:18:12Z2")

Relationships

User -> Device_Details (many)
Devi ce_Details -> | P_Address (nany)

Devi ce Details -> Event (nmany)



